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Legacy Wireless System 

120 Cisco autonomous APs 
(802.11B/G only) to cover hotspot areas
• Autonomous APs works as standalone systemsy

Open SSID with VPN for authentication 
and encryptionand encryption 
Difficult to manage and troubleshoot
N t l blNot very scalable
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Project Scope and Goal

CCS initiated a Campus Wireless Project in 
t f th Vi i 2010 St t i Plsupport of the Vision 2010 Strategic Plan

Goal: To provide Wireless LAN access for 
t d t d t ff i ll l t d fstudents and staff in all populated areas of 

the campus.
Scope: To build a resilient and robustScope: To build a resilient and robust 
wireless System

S S l bl Fl ibl d M blSecure, Scalable, Flexible and Manageable
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UO - Wireless Milestone

Before 2007 July 2007 Sept. 2007 Nov. 2007 Jan 2010Mar 2008
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Deployed
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Project Status and Achievements

36 buildings have been covered
83 Telco Affected (including 9 new)( g )
11 Controllers
2250 Lightweight Access Points
802.11a/b/g
Introduction of WPA
2 SSID Ott d Ott WPA2 SSIDs: uOttawa and uOttawa-WPA
guOttawa upon request for Conferences
802 11n Pilot Project at SITE802.11n Pilot Project at SITE
Servicing up to15,000 unique devices per day
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Wireless Deployment Map
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Wireless Infrastructure Overview
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Aruba 6000 Mobility Controller and Access 
PointPoint

AP 105

AP 65

a/b/g/n
AP 125
a/b/g/nAP 65

a/b/g
a/b/g/n
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802.1x Authentication- Phase1 

Probe Request

P b RProbe Response

Authentication Request

Authentication Response

Association Request

Association Response
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802.1x Authentication- Phase 2

Radius ServerLocal Ctrl802.11 association

EAPOL-start
Access blocked

CONNECT

CONNECTING

Radius ServerLocal Ctrl

EAP-request/identity

EAP-response/identity
RADIUS-access-request

ACQUIRED

R-access-request

q

R-access-challenge

EAP-response (credentials)AUTHENTICATING

EAP-request

EAP-success
R-access-accept

EAPOL-key
AUTHENTICATED

Keys Plumbed
Access allowed

Keys Plumbed
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Logical WLAN Architecture
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Logical WLAN Architecture cont’d
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802.11 Protocol

Standard Frequency Speed Channel Usable 
Channel

802.11 a 5 GHz 54 Mbit/s 13 9
802.11b 2.4 GHz 11 Mbit/s 11 3
802.11 g 2.4 GHz 54 Mbit/s 11 380 . g . G 5 b t/s 3
802.11n 2.4/5 GHz 150Mbit/s 11/13 3/9

Wireless Campus Project - www.wireless.uottawa.ca



Spectrum

2.4 GHz

36 40 4844 64605652

149 1 3 1 161 16
5.0 GHz

149 153 157 161 165

http://www.univers-spb.ru/products/cisco/wireless/cisco_aironet_antennas.php
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Challenges 
Unknown impact of other RF devices on the WLAN – for example, Rogue Access 
points, any audiovisual equipment that may cause interference, Bluetooth devices, 
Cordless phone.

Bluetooth hops over the entire band occupying 79 
channels at 1 MHz at a time
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Statistics- Total Number Of Devices On Wlan
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Statistics – Total Number Of Users on 
A Typical Day A Typical Day 

4000

3000
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Statistics – SITE 802.11n Pilot Project
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Where Do We Go From Here

Cover all small houses on KED, Laurier, 
Stewart, and Séraphin-MarionStewart, and Séraphin Marion
Introduce a new SSID eduroam
Migrate of VPN users to WPAMigrate of VPN users to WPA
Deploy wireless in new and renovated 
buildingsbuildings
Install 802.11n capable APs in high-density 
areas like classrooms and Libraries
Implement a Portal guest access
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Open Discussion

• Any questions?

Contact: Kchamoun@uottawa.ca
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